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Overview	
  

•  Search	
  Engines	
  
•  Invisible	
  Web	
  

•  Social	
  Media	
  

•  Compromise	
  Issues	
  &	
  Internet	
  Footprints	
  

•  Gathering	
  &	
  Evidencing	
  content.	
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Search	
  Engines	
  

What	
  does	
  Google	
  know?	
  

2007	
  -­‐	
  Eric	
  Schmidt	
  (Google	
  CEO)	
  esDmated	
  	
  Google	
  had	
  indexed	
  
roughly	
  0.004%	
  of	
  the	
  Internet.	
  

July	
  2008	
  –	
  Google	
  had	
  idenDfied	
  1	
  trillion	
  (1,000,000,000,000)	
  
unique	
  URL’s.	
  

Everything	
  is	
  on	
  the	
  Internet.	
  

It	
  is	
  esDmated	
  that	
  80%	
  of	
  Open	
  Source	
  informaDon	
  exists	
  in	
  Books,	
  
Magazines,	
  Literature	
  and	
  other	
  Media.	
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Invisible	
  Web	
  

Deep	
  /	
  Invisible	
  Web	
  

Open	
  Web	
  

Private	
  Web	
  

StaDc	
  websites	
  (few	
  content	
  
changes).	
  Generic	
  and	
  Niche	
  
InformaDon.	
  Easily	
  indexed	
  by	
  

Search	
  Engines	
  

Specialist	
  /	
  niche	
  sites	
  using	
  
Robots.txt.	
  Websites	
  with	
  
billions	
  of	
  pages	
  stored	
  in	
  
databases	
  which	
  are	
  built	
  

dynamically	
  for	
  each	
  search.	
  
Search	
  Engines	
  cannot	
  
easily	
  index	
  this	
  content	
  

Company	
  Intranets,	
  Private	
  
Websites	
  and	
  Networks.	
  Search	
  

Engines	
  cannot	
  index	
  this	
  
content	
  

Dark	
  Web	
  

Criminal	
  Area	
  of	
  the	
  Internet.	
  
Accessed	
  using	
  specialised	
  

so7ware.	
  Search	
  Engines	
  cannot	
  
access	
  this	
  content	
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Invisible	
  Web	
  

July	
  2001,	
  Michael	
  Bergman	
  produced	
  a	
  white	
  paper	
  for	
  
www.brightplanet.com	
  

•  400	
  to	
  550	
  Dmes	
  larger	
  than	
  the	
  World	
  Wide	
  Web.	
  	
  

•  7,500	
  terabytes	
  of	
  informaDon	
  compared	
  to	
  19	
  terabytes	
  on	
  
WWW.	
  

•  550	
  billion	
  documents	
  compared	
  to	
  30	
  billion	
  on	
  the	
  WWW.	
  	
  

•  200,000+	
  deep	
  Web	
  sites.	
  

•  60	
  of	
   the	
   largest	
   sites	
   collecDvely	
   contained	
  over	
   	
   40x	
   the	
  
informaDon	
  on	
  the	
  WWW.	
  	
  

2004	
  Study	
  -­‐	
  idenDfied	
  330,000+	
  Deep	
  Web	
  sites.	
  

Has	
  grown	
  almost	
  exponenDally	
  since.	
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Social	
  Media	
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•  Austria,	
  Belgium	
  ,	
  CroaDa,	
  Cyprus,	
  Czech	
  Republic,	
  Denmark,	
  Finland,	
  FYR	
  
of	
  Macedonia,	
  Germany,	
  Greece,	
  Iceland,	
  Ireland,	
  Italy,	
  Luxembourg,	
  
Malta,	
  Norway,	
  Slovakia,	
  Slovenia,	
  Spain,	
  Sweden,	
  Switzerland,	
  Turkey	
  &	
  
UK	
  -­‐	
  Facebook,	
  Youtube	
  

•  Bulgaria	
  –	
  Facebook,	
  VBox7,	
  Youtube	
  

•  Estonia	
  –	
  Facebook,Youtube,	
  VKontakte	
  

•  France	
  –	
  Facebook,	
  Skyrock,	
  Youtube	
  
•  Hungary	
  –	
  Facebook,	
  Iwiw,	
  Youtube	
  

•  Latvia	
  –	
  Youtube,	
  Draugiem,	
  Facebook	
  

•  Lithuania	
  –	
  Facebook,	
  Youtube,	
  One	
  

•  Netherlands	
  –	
  Facebook,	
  Hyves,	
  Youtube	
  

•  Poland	
  –	
  	
  Facebook,	
  Youtube,	
  Chomikuj	
  
•  Portugal	
  –	
  Facebook,	
  Youtube,	
  TwiHer	
  

•  Romania	
  –	
  Facebook,	
  Youtube,	
  Hi5	
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Social	
  Media	
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•  China.	
  	
  
•  Qzone,	
  Tencent	
  Weibo,	
  Sina	
  Weibo,	
  RenRen	
  

•  Russia.	
  
•  Vkontakte,	
  Youtube,	
  Odnoklassniki,	
  Facebook,	
  Livejournal	
  

•  India.	
  
•  Facebook,	
  Youtube,	
  Orkut,	
  Ibibo	
  

•  Georgia	
  
•  Facebook,	
  Youtube,	
  Odnoklassniki,	
  VKontakte	
  

•  Brazil	
  
•  Facebook,	
  Youtube,	
  Twimer,	
  Orkut	
  

•  Iran	
  
•  Cloob,	
  Facenama,	
  Facebook?	
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  Media	
  

June	
  6,	
  2013	
  



Colin	
  Ehren	
  
candse@gmail.com	
  
Copyright	
  C&SE	
  2013	
  

TradiDonal	
  Social	
  Media	
  Tools	
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•  Internet	
  Relay	
  Chat	
  
•  Usenet	
  Talk	
  Groups	
  
•  Google	
  Groups	
  /	
  Yahoo	
  Groups	
  
•  MSN/Skype,	
  Yahoo,	
  AOL	
  Messengers	
  and	
  Chat	
  Rooms	
  
•  E-­‐mail	
  

•  Dedicated	
  Discussion	
  Forums	
  

•  DaDng	
  –	
  Muslim	
  Match,	
  Uniform	
  Match,	
  Adult	
  Friend	
  
•  Reunion	
  Sites.	
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Compromise	
  Issues	
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MulDple	
  ways	
  to	
  access	
  the	
  Internet;	
  
•  Corporate	
  networked	
  PC’s	
  

•  Corporate	
  stand-­‐alone	
  PC’s	
  

•  Re-­‐claimed	
  stand-­‐alone	
  PC’s	
  	
  

•  Covert	
  /	
  Unamributed	
  stand-­‐alone	
  PC’s	
  

•  Covert	
  /	
  Unamributed	
  networked	
  PC’s	
  

•  Working	
  from	
  Home	
  (Stand-­‐alone	
  or	
  Networked)	
  

•  Mobile	
  Devices	
  

•  Internet	
  Café’s	
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Compromise	
  Issues	
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Why?	
  

All	
   detailed	
   or	
   sensiDve	
   Internet	
   research	
   or	
   Open	
   Source	
   InvesDgaDons	
  	
  
should	
  be	
  undertaken	
  on	
  a	
  covert	
  or	
  unamributed	
  and	
  registered	
  PC,	
  using	
  a	
  
covert	
  or	
  unamributed	
  Internet	
  connecDon.	
  

Your	
   Internet	
   Footprint	
   could	
   compromise	
   yourself,	
   your	
   colleagues	
   or	
   an	
  
InvesDgaDon	
  or	
  Intelligence	
  OperaDon	
  that	
  your	
  OrganisaDon	
  or	
  a	
  Partner	
  may	
  
be	
  engaged	
  in.	
  

General	
  RecommendaDon	
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google.com	
  webmaster	
  knows	
  your	
  “search	
  terms”	
  
hackdiary.com	
  webmaster	
  knows	
  what	
  “search	
  terms”	
  you	
  used	
  to	
  find	
  them.	
  

Footprint:	
  
-­‐	
  @your.org.com	
  	
  OR	
  
-­‐	
  you@yahoo.com	
  

User	
  

Google.com	
  

Hackdiary.com	
  

“search	
  terms”	
  

hmp://www.google.com/keywords=searchterms	
  

webmaster	
  

webmaster	
  

June	
  6,	
  2013	
  

Compromise	
  Issues	
  



Colin	
  Ehren	
  
candse@gmail.com	
  
Copyright	
  C&SE	
  2013	
  

Compromise	
  Issues	
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Compromise	
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Compromise	
  Issues	
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Compromise	
  Issues	
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Compromise	
  Issues	
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Compromise	
  Issues	
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User	
  #1:	
  leaves	
  “your.org”	
  footprints	
  whilst	
  visiUng	
  “target.com”	
  

User	
  #2:	
  leaves	
  “Covert”	
  footprints	
  whilst	
  visiUng	
  “target.com”	
  	
  

The	
  “parallel	
  surfing”	
  Problem...	
  

1234@aol.com	
  

target.com	
  
Your.org	
  

User	
  #1	
  

User	
  #2	
  

The	
  “Covert”	
  User	
  may	
  now	
  be	
  recognized	
  as	
  an	
  “your.org”	
  visitor.	
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Compromise	
  Issues	
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Web pages can include images or adverts from third parties. 

AdultFriend.com ID#_201 
insurance.co.uk ID#_4873 
hacker.com ID#_539 

Ad-Image.com 

Ad-Image.com ID#_435349 

Cookies on your PC 

Companies, such as “Ad-Image.com” are able to compile a significant profile on 
you and your surfing habits, which they are able to trade or sell to their partners or 
customers. 

hacker.com 
Black_hat 
hatter@hushmail.com 
Viewing history 

Insurance.co.uk 
Joseph Hotman 
JHotman@isp.com 
Address & phone 
Viewing history 

AdultFriend.com 
Hot_stuff 
JoeHot@webmail.com 
Viewing history 

Your Profile 

Insurance.co.uk 
Joseph Hotman 
JHotman@isp.com 
Address & phone 
Car / Jewellry 
Viewing history 
hacker.com 
Black_hat 
hatter@hushmail.com 
Viewing history 
Contacts 

AdultFriend.com 
Hot_stuff 
JoeHot@webmail.com 
Viewing history 
Likes / Dislikes 
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Gathering	
  Data	
  

June	
  7,	
  2013	
  

Common	
  Issue	
  –	
  Large	
  amounts	
  of	
  data	
  
•  Social	
  Media	
  Tools	
  

•  Data	
  ExtracDon	
  Tools.	
  

•  VisualisaDon	
  Tools	
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Gathering	
  Data	
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Evidencing	
  Data	
  

June	
  7,	
  2013	
  

Prove	
  it	
  or	
  Lose	
  it	
  	
  

All	
  your	
  efforts	
  will	
  be	
  wasted	
  unless	
  you	
  can	
  prove	
  what	
  
you	
  found.	
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Evidencing	
  Data	
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Preserving	
  the	
  EvidenDal	
  Chain	
  

When	
  saving	
  and	
  moving	
  Data	
  the	
  InvesDgator	
  must	
  ensure	
  the	
  
EvidenDal	
  Chain	
  is	
  preserved.	
  

•  This	
  is	
  done	
  with	
  the	
  aid	
  of	
  an	
  MD5	
  Hash	
  Extractor	
  

•  A	
  note	
  is	
  made	
  of	
  every	
  number	
  generated	
  in	
  relaDon	
  to	
  the	
  files	
  saved.	
  

•  The	
  Files	
  are	
  then	
  copied	
  to	
  a	
  CD/DVD	
  Disk,	
  and	
  the	
  Disk	
  ‘finalised’	
  so	
  that	
  
the	
  files	
  cannot	
  be	
  added	
  to	
  or	
  deleted.	
  

•  Then	
  each	
  file	
  on	
  the	
  CD/DVD	
  Disk	
  is	
  checked	
  with	
  the	
  MD5	
  Hash	
  Extractor	
  
again,	
  and	
  the	
  resulDng	
  numbers	
  noted.	
  

•  The	
  resulDng	
  numbers	
  generated	
  should	
  be	
  idenDcal.	
  	
  

The	
  CD/DVD	
  disk	
  should	
  now	
  be	
  sealed	
  in	
  an	
  EvidenDal	
  Envelope	
  or	
  
Bag,	
  or	
  placed	
  in	
  an	
  envelope	
  	
  and	
  sealed	
  with	
  an	
  adhesive	
  Exhibit	
  /	
  
Evidence	
  Label.	
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