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What does Google know?

2007 - Eric Schmidt (Google CEO) estimated Google had indexed
roughly 0.004% of the Internet.

July 2008 — Google had identified 1 trillion (1,000,000,000,000)
unique URLSs.

Everything is on the Internet.

It is estimated that 80% of Open Source information exists in Books,
Magazines, Literature and other Media.
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Static websites (few content
changes). Generic and Niche
Information. Easily indexed by

Search Engines
f

Open Web

Specialist / niche sites using
Robots.txt. Websites with
billions of pages stored in
databases which are built

dynamically for each search.

Search Engines cannot
K easily index this content

Deep / Invisible Web

4 Company Intranets, Private

Websites and Networks. Search
Engines cannot index this

k content
4 Criminal Area of the Internet. Private Web
Accessed using specialised
software. Search Engines cannot Dark Web
_ access this content Colin Ehren
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July 2001, Michael Bergman produced a white paper for
www.brightplanet.com

e 400 to 550 times larger than the World Wide Web.

e 7,500 terabytes of information compared to 19 terabytes on
WWW.

e 550 billion documents compared to 30 billion on the WWW.
e 200,000+ deep Web sites.

e 60 of the largest sites collectively contained over 40x the
information on the WWW.

2004 Study - identified 330,000+ Deep Web sites.

Has grown almost exponentially since.
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e Austria, Belgium , Croatia, Cyprus, Czech Republic, Denmark, Finland, FYR
of Macedonia, Germany, Greece, Iceland, Ireland, Italy, Luxembourg,
Malta, Norway, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey &
UK - Facebook, Youtube

* Bulgaria — Facebook, VBox7, Youtube
 Estonia — Facebook,Youtube, VKontakte
* France — Facebook, Skyrock, Youtube
 Hungary — Facebook, Iwiw, Youtube

e Latvia — Youtube, Draugiem, Facebook

e Lithuania — Facebook, Youtube, One

* Netherlands — Facebook, Hyves, Youtube
 Poland — Facebook, Youtube, Chomikuj
* Portugal — Facebook, Youtube, Twitter

e Romania — Facebook, Youtube, Hi5
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e China.

e Qzone, Tencent Weibo, Sina Weibo, RenRen
e Russia.

e Vkontakte, Youtube, Odnoklassniki, Facebook, Livejournal
e |ndia.

e Facebook, Youtube, Orkut, Ibibo
e (Georgia

e Facebook, Youtube, Odnoklassniki, VKontakte
e Brazil

e Facebook, Youtube, Twitter, Orkut
® |ran

e C(Cloob, Facenama, Facebook?
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* Internet Relay Chat

* Usenet Talk Groups

* Google Groups / Yahoo Groups

 MSN/Skype, Yahoo, AOL Messengers and Chat Rooms
 E-mail

* Dedicated Discussion Forums

e Dating — Muslim Match, Uniform Match, Adult Friend
* Reunion Sites.
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Multiple ways to access the Internet;
e Corporate networked PC’s
e Corporate stand-alone PC’s
e Re-claimed stand-alone PC’s
e Covert / Unattributed stand-alone PC’s
e Covert / Unattributed networked PC’s
* Working from Home (Stand-alone or Networked)
* Mobile Devices
* Internet Café’s
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General Recommendation

All detailed or sensitive Internet research or Open Source Investigations
should be undertaken on a covert or unattributed and registered PC, using a
covert or unattributed Internet connection.

Why?

Your Internet Footprint could compromise yourself, your colleagues or an
Investigation or Intelligence Operation that your Organisation or a Partner may
be engaged in.
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Google.com

9
webmaster

“search terms”
User

9

Footprint:
- @your.org.com OR
- you@yahoo.com

webmaster

mm= google.com webmaster knows your “search terms”

== hackdiary.com webmaster knows what “search terms” you used to find them.
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________________ oo ]0 (compatible; MSIE 6.0; Windows NT 5.0;
AWARELockDown2001; J.NET CLR 1.1.4322)

e ——c - ot Exploder Version 6. 0

Operating System:Windows 2000

Referrer: http.//www.google.co.uk/search?

=AM+ 1 + S € C Ll reee—————————— = | () .58 =]
Your IP Address |:_95 173.172.10|

IP Address Behj
Your hostnamg: mailgate . exitstrategy. co.uk
Your AS ; 2520 BRI AN DIo0,
Your Country: GB

Your Abuse Contact : abuse@demon .net
Additional Software .
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Home / Forums Index / Hardware and OS Related Technologies / Website Technol Issues
Forum Library : Charter : Moderators: lammert

Website Technology Issues

These terms have been highlighted:
awarelockdown2001 [ remove highlighting]

AWAREL ockDown2001
What user agent is this?

dunne

#1672992 What user agent would "awarelockdown2001" be, anyone know? The host
IP traces back to 1s4689-s0.metpolice.router.uk.quza.net, which is, ah,
"interesting”.
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Web Images Groups News Froogle more »

GO Ugle "195 173.172.10" Search ] W

Search: @ the web C pages from the UK

W

METROPOLICE SERVICE
195.173.172.10 resolved to mailgdte exitstrategy.co.uk DNS Query Results: | <<>>
ate.exitstrategy.co.uk ;; global options: printcmd ..
wmwfathers ca/metropolice_service.htm - 54k - Cached - Similar pages

Usage Statistics wwwave .org - September 2003
4,.40,2.31%,31,2.49%,326,3.91%, 4, 0.72%,195.173.172.10. 5, 38, 2.19%, 0O,
0.00%,8,0.09%,0,0.00%, 66.196.65.37 ..

www. wwwave, org/logs/usage_200309. html - 10?!{ - Cached - Similar pages

MAKE EM LAUGH - Queen's Royal Hussars Bulletin Board

IP: 195.173.172.10. Gordon E Glazebrook Member. Posts: 345 From: UK ... IP:
195.173.172.10. John Foster Member. Posts: 82 From: Catterick North Yorkshire ...
bb.grh.org.uk/Forum1/HTMLO00305-9. html - 85k - Cached - Similar pages

195.173.172.10

UnhappyTummy. (). 09/06/04 11:42 PM. Re: | need some love.. Hello! ™ Lots
and lots of hugs ™ I'm so sorry you are feeling so lonely ...

wwawy. helpfaribs. com/messageboards/ubbthreads/ printthread. php?Board=livingroomé&main=104211&type=post -
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Web Images Groups News Froogle more »

Goc)gle ['mailgate.exitstrategy. co.uk" Search W

Search: & the web C pages from the UK

We

METROPOLICE SERVICE
195.173.172.10 resolved to mailgate.exitstrategy.co.uk DNS Clu ry Results: ;| <<>>
DiG 9.2.2 <<>> any mailgate.exitstrategy.co. uk " global 0 s printcmd ..

bers. ca/metropolice_service htm - 54k - Similar pages

UK screen - Page Statistics for HOPCYN BIRD

... mailgate. exitstrategy.co.uk, 22/03, http://www.google.co.uk/search?hl=en&lr=
&cr=countryUKZ Ccoun... UK. crawler3.googlebot.com, 19/03, US. ...

www. ukscreen. com/cast/hopcyn/stats - 24k - Supplemental Result - Cached - Similar pages

exXTReMe Tracking
11 Mov, Fri, 14:31:05, mailgate.exitstrategy.co.uk, MSIE b, Windows 2000. 11 MNov,
Fri, 14:33:43, ip-83-134-196-33.dsl. scarlet.be, MSIE B, Windows 98 ...

extremetracking.com/open;unique?tag=whgig2 - 51k - Cached - Similar pages

exXTReMe Tracking

... 08 Mar, Mon, 05:54:16, 195.179.14.60, MSIE 5, Windows NT. 08 Mar, Mon, 06:01:31,

mailgate. exitstrategy.co.uk, MSIE 5, Windows 2000. Last 20 Days, Unique Visitors ...
extremetracking.com/open;unique?tag=euroligh - 51k - Supplemental Result - Cached - Similar pages
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Network Whois record Eonoimic Cooparation
Queried whois.ripe.net with "-B 195.173.172.10"...
% This is the RIPE Whois query server #2.
% The objects are in RPSL format.
%
% Note: the default output of the RIPE Whois server
% 1is changed. Your tools may need to be adjusted. See
% http://www.ripe.net/db/newvs/abuse-proposal-20050331.html
% for more details.
%
% Rights restricted by copyright.
% See http://wuw.ripe.net/db/copyright.html
Informati related to '195.173.172.0 - 195.173.172.15'
inetnwn: 195.173.172.0 - 195.173.172.15
netname : METROPOLICE
descr: Metropolitan Police Service
descr: London SW1H
country: GE
admin-c: e
tech-c: ACZ2375-RIPE
status: ASSIGNED PA
mnt-hy: AS2529-MNT
mnt-lower: A52529-MNT
mnt-routes: A32529-MNT
notify: hostmasterfdemon. net
changed: hostmasterfdemon.net 20030121
source: RIPE
person: Alan Cooper
address: Metropolitan Police Service
address: London SW1H
phone: +44-20 8649 3658
notify: hostmasterfdemon. net
mnt-hy: ASZ2529-MNT
nic-hdl: ACZ375-RIPE .
changed: hostmasterfdemon.net 20030121 C(ﬂln~Ellrerl
source: RIPE candse@gmail.com
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The “parallel surfing” Problem...

- User #1: leaves “your.org” footprints whilst visiting “target.com”
——= User #2: leaves “Covert” footprints whilst visiting “target.com”

User #1
target.com
Your.org ;

User #2 1234@aol.com

The “Covert” User may now be recognized as an “your.org” visitor.
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Web pages can include images or adverts from third parties.
iend.com Ad-lmage.com
Hot_stuff
JoeHot@webmail.c Your Profile
iewing history ,
AdultFriend.com

Hot_stuff
JoeHot@webmail.com
Viewing history

Likes / Dislikes

Insurance.co.uk
Joseph Hotman
JHotman@isp.com
Address & phone
Car / Jewellry
Viewing history

Insurafce:
Joseph Hotman
JHotman@isp.com
ddress & phone
Viewing history

Cookies on your

AdultFriend.com ID#_201
insurance.co.uk ID# 4873

hacker.com ID#_539 hacker.com
Ad-Image.com ID# 435349 acker.com Black_hat
Black_hat hatter@hushmail.com
hatter@hushmail.com Viewing history
iewing history Contacts

Companies, such as “Ad-Image.com” are able to compile a significant profile on
you and your surfing habits, which they are able to trade or sell to their partners or
customers. Colin Ehren
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Common Issue — Large amounts of data
e Social Media Tools
e Data Extraction Tools.

* Visualisation Tools

f® Atomic Email Hunter ™. L VEJOURNAL

; ;
File Results Settings Help Ad -

- Clear Degrees of Separation |10 |+ Max Interes
X | ;l \g @ I, Min Loaded Friends |0 Min Loaded Ine
- - \ : \
- G~ i |
I'algrg Y |
ibabet
jatrin.

4

|
Hunt: exas hotels owners

II"‘T dervisllhsgi#;m
E-mail address oOwner's na

@webmaster@ivponli... Webmaster
@groups@americastr... : Group Rate
EAdallac@hizinnrnale.... dallas@hizi

Colin Ehren
candse@gmail.com

June 7, 2013 Copyright C&SE 2013



"/

IIIIIIIIIIIIIIIIIIIIIII

June 7, 2013

Gathering Data

Asia-Pacific
Economic Cooperation

Abduction!

3.0.18
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Prove it or Lose it

All your efforts will be wasted unless you can prove what
you found.

m TeChsmith Langusge: English

Products Downloads Support Community Company Purchase

A3 Camtasia Studio Features Library Media Free Trial

Actually, | prefer to screen record on a Mac

Screen Recording & Video Editing Software

Turn screen recordings into polished videos
that train, teach, sell and more. [ 4 ]

@ Download Free Trial

B overview Video

Colin Ehren
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Preserving the Evidential Chain

When saving and moving Data the Investigator must ensure the
Evidential Chain is preserved.

e This is done with the aid of an MD5 Hash Extractor

 Anoteis made of every number generated in relation to the files saved.

* The Files are then copied to a CD/DVD Disk, and the Disk ‘finalised’ so that
the files cannot be added to or deleted.

* Then each file on the CD/DVD Disk is checked with the MD5 Hash Extractor
again, and the resulting numbers noted.

* The resulting numbers generated should be identical.

The CD/DVD disk should now be sealed in an Evidential Envelope or
Bag, or placed in an envelope and sealed with an adhesive Exhibit /

Evidence Label.
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